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A critical challenge in community energy management is effectively integrating numerous consumers and
prosumers into scalable energy-sharing systems. This paper proposes an innovative privacy-preserving dis-
tributed optimization framework leveraging the Alternating Direction Method of Multipliers (ADMM) and
Ring Signature Multi-Party Computation (RSMPC). Centralized and distributed models are compared in
terms of scalability. Privacy concerns within decentralized optimization are addressed by introducing a ring
signature-based cryptographic protocol. Unlike traditional methods such as differential privacy or multi-key
homomorphic encryption, our proposed RSMPC scheme balances computational efficiency and rigorous privacy
guarantees. The multi-agent architecture, implemented using the JADE platform, demonstrates significant

improvements in scalability and privacy preservation.

1. Introduction

Centralized optimization methods for community energy manage-
ment inherently face scalability issues, particularly as the number
of Distributed Energy Resources (DERs), consumers, and prosumers
within energy communities continues to rise (Barsanti, 2017). With
increasing global penetration of renewable energy and the emergence
of Energy Communities (ECs) and Virtual Power Plants (VPPs), the
focus has shifted towards minimizing traditional grid reliance and
maximizing energy exchanges within and between these communi-
ties (Ahmed et al., 2024). Efficiently integrating numerous entities into
a scalable and responsive energy exchange system has thus become
critical (Kalbantner et al., 2021).

Energy communities have emerged as a novel paradigm in the
energy transition, enabling groups of prosumers and consumers to col-
laborate for the collective management of energy resources, reduction
of costs, and promotion of renewable energy (Lowitzsch et al., 2020).
These communities foster local energy sharing, enhance grid resilience,
and democratize energy markets by allowing end-users to actively
participate in decision-making (Lowitzsch et al., 2020).

While the concept of an energy community shares similarities with
that of a microgrid, the two are not identical. A microgrid is typ-
ically defined as a localized group of interconnected loads and dis-
tributed energy resources that can operate in both grid-connected
and islanded modes, with a strong focus on the technical aspects of
control, protection, and reliability. In contrast, an energy community
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extends beyond technical operation to encompass social, economic,
and strategic decision making dimensions. It emphasizes collective
ownership, market participation, and fair benefit distribution among
members (Hatziargyriou, 2023)

Energy trading between communities typically involves market
clearing formulated as an optimization problem (Faia et al., 2024), pri-
marily aiming to maximize social welfare when demands and supplies
are flexible and perform economic dispatch for meeting fixed demands
when flexibility is limited (Faia et al., 2024). Since energy com-
munities primarily rely on renewable energy, their operational costs
are generally lower than traditional grid tariffs, promoting internal
and inter-community energy exchanges, resorting to grid interactions
only as a last resort for balancing purposes (Barsanti, 2017). Effec-
tive balancing of supply and demand is crucial to optimizing the
use of available energy resources and achieving maximum economic
benefit (Faia et al., 2024).

To address scalability and flexibility concerns, this paper proposes
a distributed multi-agent approach based on the Alternating Direction
Method of Multipliers (ADMM). This decentralized method decomposes
centralized optimization problems into smaller sub-problems handled
by individual agents, allowing parallel computations and significantly
enhancing scalability (Chang et al., 2014). Inspired by holonic or-
ganizational concepts (Buckhorst et al., 2022), our distributed multi-
agent model organizes individual units (holons), including solar panels,
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Nomenclature

NGrid Number of connected grids

pGrid_cGrid Value and price of exchanged power with
the grid

PpCrid_pGrid Minimum and maximum value of power
exchanged with the grid

N Flex Number of flexible participants

pliex, cfle Value and price of exchanged power with

flex participant j

Nload Number of consumers
Pl Clond Value and price of exchanged power with
consumer k

med, pload Minimum and maximum load exchanged
NPV Number of photovoltaic participants
pry.crtV Value and price of generated PV power

PV ;

Maximum PV power
NESS Number of energy storage systems

PESS CESS Value and price of exchanged power with

ESS m

PESS Maximum power of ESS

NW Number of wind turbines

pY.CY Value and price of generated wind power
w Maximum wind power

soc State of charge of energy storage system

OF; Objective function of agent j

OFg,.q, OF .., OFgs Objective functions of grid, flex, and ESS
agents
A Relaxation dual parameter

Penalty dual parameter

wind turbines, batteries, and demand response units. Each agent au-
tonomously yet collaboratively responds dynamically to production
capacity, storage constraints, demand forecasts, and real-time market
prices. Consumer agents specifically focus on minimizing energy costs,
while flexible consumer agents proactively adjust consumption accord-
ing to market signals, optimizing both grid performance and economic
outcomes.

However, decentralized optimization inherently involves frequent
data exchanges between distributed entities, potentially exposing sen-
sitive operational information and posing significant privacy risks (Liu
et al., 2024a). To mitigate these vulnerabilities, our approach incor-
porates a novel Ring Signature (Yuen et al.,, 2021) and Multi-Party
Computation (Liu et al., 2024b) (RSMPC) privacy scheme. This scheme
preserves privacy by ensuring participant anonymity and validating
collective inputs without revealing individual identities.

Our proposed framework combines ADMM-based decentralized op-
timization to resolve scalability issues with RSMPC for robust privacy
preservation. Implemented using the Java Agent Development Frame-
work (JADE), our integrated solution leverages ring signatures and
data decomposition techniques to ensure computational efficiency and
strong privacy guarantees. Extensive simulations demonstrate signifi-
cant improvements in scalability and privacy for multi-agent energy-
sharing environments.

The remainder of this paper is structured as follows: Section 2
provides an overview of the energy trading model studied in this paper,
inspired by the VPP4Islands project. Section 3 presents the mathemati-
cal formulation and simulation implementation for both centralized and
decentralized optimization approaches. Section 4 highlights the privacy
concerns inherent in decentralized optimization. Section 5 offers a
comprehensive overview of existing privacy-preserving methods and
discusses their limitations. Section 6 introduces our proposed privacy
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preservation method based on RSMPC. Section 7 presents simulation re-
sults comparing the scalability of centralized versus decentralized mod-
els and evaluates the computational efficiency of our privacy method
compared to existing Multi-Party Homomorphic Encryption techniques.
Finally, Section VIII concludes the paper, summarizing the key findings
and discussing implications and potential directions for future research.

2. Energy trading model overview

This section provides an overview of the energy trading model that
will be studied in both centralized and distributed architectures. As a
practical case study, we adopt the model inspired by the VPP4Islands
European project, specifically the pilot implemented on Formentera
Island (VPP4ISLANDS Consortium, 2024a), emphasizing integrating
distributed energy resources and local flexibility markets within island
communities.

The model comprises two primary actors: the Market Operator
(MO) and Energy Communities (ECs). Both actors collaborate to ensure
secure, transparent, and efficient energy market operations.

2.1. Market Operator (MO)

The Market Operator (MO) coordinates the energy trading process.
Its responsibilities include initializing the trading process, collecting
offers and bids from participating ECs, performing market clearing,
and issuing dispatch instructions. The MO ensures market compliance
and resolves energy trades to maximize social welfare without altering
submitted offers and bids (VPP4ISLANDS Consortium, 2024a; Ding
et al., 2022).

2.2. Energy Communities (ECs)

Energy Communities (ECs) are composed of prosumers equipped
with renewable energy systems, such as solar photovoltaic (PV) installa-
tions and battery storage units. Each EC forecasts its energy production,
consumption, and anticipated grid electricity prices over a 24-hour
period, optimizing internal energy management strategies. This op-
timization includes scheduling battery usage to maximize economic
benefits (VPP4ISLANDS Consortium, 2024a,b). Based on their internal
optimization, ECs participate in trading by submitting two types of
energy offers and demands:

« Inflexible Offer and Demand: Energy volumes that must be
traded due to immediate operational constraints. Inflexible de-
mand includes non-adjustable consumption requirements, and
inflexible offers represent surplus energy that cannot be stored
locally and must be exported (VPP4ISLANDS Consortium, 2024b).
Flexible Offer and Demand: Energy volumes that can be option-
ally traded. Flexible demand involves additional energy purchases
aimed at charging batteries for later use, whereas flexible offers
denote surplus energy that may either be traded or stored locally
based on economic considerations (VPP4ISLANDS Consortium,
2024b).

2.3. Concept architecture

The energy-sharing architectures studied in this paper are catego-
rized into centralized and distributed architectures.

2.3.1. Centralized architecture

In the centralized architecture, each community consists of various
Distributed Energy Resources (DERs), including renewable production
sources, storage units, and consumers. The Market Operator optimizes
power distribution and pricing, ensuring fair transactions and maximiz-
ing societal welfare. Buyers and sellers submit offers and bids, while
the MO schedules power distribution and sets community clearing
prices based on these interactions. This model facilitates efficient power
distribution and promotes renewable energy integration (Ahmed et al.,
2024) (See Fig. 1).
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Electrical grid
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Centralized DERs optimization

Fig. 1. P2P Centralized architecture.

Level 2: C

Level 1: local distributed optimization

Fig. 2. P2P Distributed MAS architecture.

2.3.2. Distributed architecture: The holonic multi-agent system model

The distributed architecture utilizes a holonic multi-agent system
(Buckhorst et al., 2022), where individual units (holons) function au-
tonomously and as part of a larger system. Energy resources, including
solar panels, wind turbines, batteries, and demand response units,
act as holons represented by agents. These agents autonomously op-
erate within specific environments and dynamically respond to pro-
duction capacities, storage limitations, demand forecasts, and mar-
ket prices (VPP4ISLANDS Consortium, 2024a,b; Heydarian-Forushani
et al., 2023). Communities exchange energy production and consump-
tion data with the MO, which ensures fair and optimal resource distri-
bution (Ahmed et al., 2024).

In this distributed model, agents optimize profits and system con-
straints, with consumer agents minimizing costs and flexible consumer
agents dynamically adjusting consumption based on market signals.
Renewable energy agents maximize resource utilization and promote
sustainability by responding to market and environmental conditions,
creating a dynamic and efficient energy management system aligned
with contemporary grid requirements (see Fig. 2).
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3. Mathematical formulation and simulation
3.1. Energy trading centralized architecture

In this section, we present the centralized mathematical formu-
lation of the proposed energy trading model. We adopt a two-tier
centralized optimization architecture aimed at enhancing the efficiency
of energy distribution and trading. The first level focuses on local
optimization within each energy community, managing the allocation
of distributed energy resources (DERs) and defining strategic bids and
offers to be submitted to the market operator. The second level ad-
dresses cross-community optimization, coordinating energy exchanges
between communities to clear the market, achieve global optimality
and maximize social welfare.

3.1.1. Community-centric optimization

In this phase of centralized EC optimization, energy coordination
across DERs is managed by assessing community needs and surpluses.
It prioritizes renewable scheduling by balancing variable PV and wind
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generation using predictive data, with allowances for potential derat-
ing. Accordingly, renewable assets are incorporated into the objective
function detailed in (1). The community aggregator efficiently manages
flexible loads and energy storage systems (ESS) to align with renewable
availability, enhancing system responsiveness and sustainability.

T » . NFlex
OF =minz PfDefzc:t % CrDefrcn + Z P/'I:;lex « Cj]-:tlex

=1 Jj=1

NESS
Excess Excess ESS ESS
- P w Cffxeess N1 pESS oL )
m=1
NPV
Z PPV*CPV ZPW*CW

The objectlve function seeks to maximize overall energy cost efficiency
within the energy community by minimizing power dependency from
the grid, represented by PP¢fi!"  reducing reliance on demand re-
sponse represented by load flexibility, and maximizing the utilization
of renewable resources.

The optimization process must comply with following constraints to
ensure feasibility:

Nload NPV NESS
Excess load PV ESS
Pf xcess 4 Z Pkf)ra _ 2 Pp,x _ z var
= p=1 m=1
NW N Flex (2)
1)tDeficit _ Z P Z PFIex —
n=1
E. Grid
0< P xeess < Pmar;c 3)
Deficit Grid
0<P < pon 4
load load load
Frin’ S BJC < Py ®)
w W w
Pmm < P < Pmax (6)
P PV P
Py <PV <Pl )
0< P/ <ax P with 02<a<05 ®
ESS
i(t—1)
SOCI-J = SOCi,(tfl) - m (9)
max
S0C,;, < SOC;, < SOC, 4y (10)

The equations presented establish a comprehensive framework for
managing energy resources within an energy system, ensuring effi-
cient energy balance and resource optimization. Eq. (2) defines the
energy balance for each time period 7, stating that the excess power
PExcess along with the total load ¥} foad P, must equal the com-
bined generation from renewable sources, 1nclud1ng photovoltaic (PV)
and wind energy, as well as stored energy (ESS), while accounting
for any deficits P,Def ‘! and flexible power contributions. Egs. (3) and
(4) impose constraints on both excess and deficit power to remain
within the maximum grid capacity PS¢, Furthermore, each element
— load power P, wind power P}, solar power P/, and flexible
power PF lex __ must be restricted w1th1n its deﬁned 11m1tat10ns to
ensure a balanced and efficient energy system. Additionally, Egs. (9)
and (10) manage the state of charge (SOC) of energy storage systems,
ensuring that SOC remains within specified limits while updating based
on energy discharged.

Once data from various renewable energy resources (RERSs) is col-
lected, each community aggregator (CA) performs an internal optimiza-
tion to meet the needs of its participants. After this optimization, each
CA calculates its bids, classifying them into flexible and inflexible de-
mands and offers. See Fig. 3, which illustrates two scenarios explaining
inflexible and flexible demands and offers.
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D/"* = min((SOC; - SOC,;,) PESS,0) an
Dl:nflex — PDc/'icit (12)

1

0/ = min((SOC, 4, — SOC)PESS 0) 13)
Oinflex — PExcess (14)

i

3.1.2. Market clearing and social welfare maximization

The market operator receives bids from various community aggre-
gators (CAs) and performs an optimization described by the objective
function (15). This function is designed to maximize social welfare by
balancing energy exchanges among the CAs. The optimization process
involves minimizing the overall costs associated with the power ex-
changed with the grid, represented by PY, while also considering the
flexible offers and flexible demands. By evaluating these components,
the market operator aims to facilitate efficient transactions among
communities. Additionally, the equation incorporates a mechanism to
engage with the main grid, ensuring that there is always a solution
available in cases where internal community exchanges may not suffice
to meet energy needs.

OF,_pyp = min PY(1) - CY(1)

N T
n Z Z [Oiflex(t) . Ciflex(t) _

i=1 t=1

D{Iex(t)~cf,ex(t)] (15)

Viel[l,...,N], Vtell,...,T]

The energy balance constraint ensures that the total energy offered by
community aggregators (CAs) and the power sold to the grid equals the
total energy demanded by the CAs and the power purchased from the
grid, expressed as:

PG(I) _ 2 Z <Df1ex(t)+Dmf1ex(t))

i=1 t=1

_ Z 2 (Oiflex(t) i O:'nf/ex(t)>

i=1 t=1

1e)

Boundary constraints are imposed to maintain feasible limits on energy
production and consumption:

0<0/" @) <ol 17
0< 0@y < oflex (18)
0 < POsell(p) < pOsell 19)
0< D/"*() < Dl (20)
0< D' (1) < Dflex 1)
0< POty < PC (22)

max

The optimal allocations are iteratively reached, followed by calculat-
ing a market-clearing price by determining the highest bid among
participants. The CM then communicates these results, including op-
timized allocations and prices, ensuring transparency and fairness in
the centralized P2P energy trading system.

C,

clearing—market

= Max(Scheduled sources) (23)

The operating algorithm is shown as follow:
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Inflexible Offer

Flexible

Charging the High bid

Offer,

Energy Local Battery
generation
adi
Local Load "
= oC_min
Fig. 3.

Algorithm 1 Centralized Energy Trading Algorithm

1: **Initialization:**

2: Collect data from N communities: D’.f fex, D::"f fex O’.f fex, Of"f lex for
eachie(l,.. N]

3: **Main Loop:**

4: for j=1,....T do

5. Calculate objective function (Eq. (15))

6:  Check boundary and balance constraints (Egs. (17) to (22))

7. if Balance constraints are satisfied then

8: Calculate clearing price (Eq. (23))

9: Break the loop

10:  end if

11: end for

3.2. The holonic multi-agent system model

In energy communities, a multi-agent system facilitates efficient
energy management by enabling decentralized decision-making and
collaboration among various stakeholders (Lowitzsch et al., 2020).
Each agent, equipped with hardware and software, communicates with
a centralized data server that provides real-time information, allowing
for localized optimizations. This setup fosters dynamic interactions
among agents, ensuring that energy resources are allocated effectively
to meet demand while maximizing economic returns. Agents utilize the
Alternating Direction Method of Multipliers (ADMM) algorithm (Chang
et al., 2014), as outlined in Eq. (24), to predict market conditions
and improve revenue from energy transactions. Effective constraint
management, governed by Egs. (3) to (8), ensures compliance with
storage capacities, local demand, and grid balance (Eq. (2)).

The general form of the objective function for each agent j is defined
as follows:

T
OF; = Max Z PY@) « V(D) + 4“7 % PY(0)
1=1

M
+La Y P - PO

@4
k=Lk#j
The procedure for updating the A parameter is as follows:
M
e S & WD AR OE A1 (25)

k=1 k#j
In this context, v denotes the iteration number. Each iteration involves
solving individual subproblems and updating the dual variable until
convergence is achieved.

The primal residual at iteration v for agent j, denoted r”’, represents
the local balance (consensus) violation that drives the dual update; it
is defined in (26). The dual residual at iteration v for agent j, denoted
sﬁ”), measures the y-scaled change of that violation between successive
iterations; it is defined in (27). Convergence is declared when both
residuals satisfy the stopping test in (28). At convergence, feasibility
is attained and thus, the augmented quadratic penalty term vanishes as

)
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flexible
demand,
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generation
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SoC_min

Examples Illustrating Flexible and Inflexible Demand and Supply Scenarios.

stated in (29).

M
© _ W=D/ _ p® © _ 0= )
A = ;Pk 0 - PY®, A=A 4y (26)
k)
) a ) _ (=1
s; & y(rj r; ) 27)
‘r(”) < g, and HS(U) < € (28)
Jlp = “pri il = dual>
L4 Hr(”)”2 — 0 as v— o (29)
2107 Iz '

Renewable energy generation is inherently uncertain due to its
dependence on location-specific factors such as climate and weather
patterns, which significantly impact the predictability and management
of resources like solar and wind energy. Therefore, advanced fore-
casting models are crucial, utilizing historical and real-time weather
data to estimate energy production accurately. Similarly, user consump-
tion patterns are unpredictable, relying on projections based on past
consumption data, which can vary due to changes in user behavior
and unexpected events. To effectively manage these uncertainties, the
model incorporates flexible agents: flexible consumption, and batteries.
These agents work together to help maintain system balance and en-
hance overall reliability. For energy communities to operate optimally,
a centralized database is employed for efficient information exchange
among distributed agents. This database consolidates crucial data for
each agent, identified by unique names and IP addresses, and provides
access to historical energy quantities, pricing data, and renewable
resource forecasts. These data points empower agents to make informed
and strategic decisions.

During each iteration, agents update their optimized values and
retrieve data from one another, maintaining a continuous cycle of infor-
mation exchange. This iterative data sharing enables agents to respond
dynamically to system changes, enhancing the overall efficiency and
stability of the energy communities. Considering the N communities
examined in the previous section, the information exchanges between
two communities, i and j (Vi,j € [1,...,N]and i # j, N), are structured
as follows:

» From community i to the supervisor:

[DEU)'ﬂeX, C:v),flex’ OEU)’ﬂeX, D?U),inﬂex’ Ci(u),inﬂex’ O;v),inﬂex] (30)
+ From the supervisor to community i:
r D;v—l),ﬂex Dﬁ-l_};l)’ﬂex D(v—l),ﬂex b
C{u—l),ﬂex (.u—]),ﬂex C(u—l),ﬂex
{ it jHl il N 1),fl
0(.1)—1), ex O(.U_ ).flex O(L— ).flex
J . J+l N 31D
D(u—l),mﬂex D(v—l),mﬂex D(v—l),mﬂex
(j 1),infly {Hl)'ﬂ (Nl)'ﬂ
v—1),inflex v—1),inflex v—1),inflex
it inn N
v-1),inflex v—1),inflex v—1),inflex
_Oj Oj+1 ON i
and the grid information:
[P(u),Gbuy’ C(u),Gbuy’ C(U)aGsell’ P(U)’Gsell] (32)
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Agent i

Connect to supervisor : Send identifier, IP adress |

Information
Supervisor

[

with the forecast and prediction data. |

Initialize :

‘ receive agent's identification and data

l

Send:

+ Collect day-ahead data from the N agents.
+ Take initial lambda value

+ Day-ahead data from the N agents.
« Initial lambda value

Loop

Calculate Objective function Eq (3.13) or Eq(3.14) or
Eq(3.15)

I

verify

q3.2t0 Eq3.9.

Send real-time ietration data : Pi ‘

Receive :

| Receive real-time iteration data from the N
agents.

calculate update lambda value Eq 3.12 ‘

|

Send:

« (t-1) data from the N agents.
« update lambda value

lambda ==0?

—

« Udate data from the N agents.
- update lambda value

Send optimized data : P_grid_opt or P_flex_optor |

_| Receive optimized data from the N agents.

P_ESS opt

| Update data

Fig. 4. Flowchart MAS.

This flow of information is illustrated in Fig. 4, which shows the
flow chart of data exchange between agent j and the information
supervisor.

For each agent, we consider controllable parameters such as flexible
energy demands or supplies, and the energy exchanged with the elec-
trical grid as variables to be optimized in our mathematical model. All
other energy forms are treated as external data that are shared among
the various communities. Consequently, the objective function (33) is
defined as follows :

N T
OF,_jeeen—prp = min Y, [O,.“'f ex(gy . 1 )

i=1 t=1

+ P[U’G(l) . C’.U’G(t) _ D;J,flzx(l) . C’.u,f[ex(t):|

—iv_l [(O?,flex(t)+O;},inflex(t)+ Piu,G(t))

_ (D;)»flex(t) + D;J,inflex(t))] (33)

N
7. v,flex (v—1),flex
+3 Y (07w +0) ®
J=Lj#i
+O;ufl),inflex(t) + Oiu,inf[ex(t) + PIU,G(I))

_ (D[UA,f[ex(t) + D;u—l),flex(t)+ D;},inflex(t)

, 2
+ D;v—l).mflex(t)) ‘

The supervisory level updates the dual parameter according to the
following equation:

N
v _ (-1 v, flex v,inflex 0,G
A= a0 +y2[0i +0; +P
i=1
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_ (D;),flex + D;},m/lex)] (34)
By structuring the objective function in this way, a robust framework
is established that enables each agent to optimize its operations inde-
pendently while preserving system-wide coherence and stability. This
approach not only promotes efficient local decision-making but also
ensures that the collective actions of all agents contribute to a balanced
and optimal state across the entire network.

The following algorithm outlines the steps in the operation of the
Multi-Agent System (MAS).

Algorithm 2 Distributed P2P Trading

1. Connect to Supervisor: Send identifier, IP address, forecast, and
prediction data [Eq. (30)]
2. Initialize:
(a) Exchange day-ahead predicted data [Eq. (31), (32)]
(b) Set initial values for A and y
3. Loop: For each time step j € [1,...,T]:
(a) Calculate the objective function [Eq. (33)]
(b) Verify boundary and balance constraints [Egs. (17) to (22)]
(c) Send real-time iteration data to supervisor
(d) Receive updated values:
- Iteration (j — 1) data from N agents
- Updated 4 and y values [Eq. (34)]
4. Check Convergence: If A and y converge to zero
5. Output: Send optimized values to Market Operator (MO)

The optimization process begins with each agent sharing its iden-
tifier and forecast data with a supervisor, enabling data exchange
across connected communities. Each agent then iteratively calculates
its objective function and sends results to the supervisor, who updates
the dual variable (1) and integrates data from all agents to maintain
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Table 1 Table 2
Decentralized optimization: Generators, constraints, and costs. Final iteration for different demands.
Generator Constraints Cost function Demand Iteration Py P, Py i
1 10< P, <50 fi(P)=25P, 35 11 10.0 10.0 15.0 10.0
2 10<P, <20 f2(P)=20P, 55 13 10.0 15.0 30.0 20.0
3 10 < Py <30 £(P)=10P, 65 12 15.0 20.0 30.0 25.0
70 9 20.0 20.0 30.0 25.0

coordination. This iterative exchange ensures agents optimize based
on both local and shared data, aligning their efforts toward system-
wide goals. The process continues until convergence, resulting in a
balanced and efficient decentralized energy trading system that benefits
all agents through coordinated optimization.

3.3. Case study and simulation setup

This section describes the case study and simulation framework used
to evaluate the proposed peer-to-peer (P2P) energy trading models. The
simulated scenario comprises two interconnected energy communities,
each consisting of distributed energy resources (DERs) such as solar
photovoltaic (PV) systems, wind turbines, battery storage units, and
demand response capabilities. These communities are connected to
an external power grid, enabling energy exchanges both within and
between communities.

Both centralized and distributed energy trading architectures are
explored. In the centralized approach, a single Market Operator (MO)
manages all transactions, optimization decisions, and resource alloca-
tion. The MO collects energy offers and bids from each community, per-
forms centralized market clearing, and issues dispatch instructions ac-
cordingly, ensuring the optimization of resources and maximal societal
welfare.

In contrast, the distributed architecture employs a Holonic Multi-
Agent System (MAS), where each energy resource and community
functions autonomously yet collaboratively. Individual agents repre-
sent various DERs, making local decisions based on factors such as
forecasted energy generation, storage capacity constraints, anticipated
energy demands, and real-time market conditions. This decentralized
coordination is implemented using the Java Agent DEvelopment Frame-
work (JADE), chosen for its robustness in modeling multi-agent sys-
tems and facilitating scalable inter-agent communication. Optimization
within this framework utilizes the Gurobi solver, known for efficiently
handling complex mathematical computations.

The case study scenario was carefully designed to reflect realistic en-
ergy trading dynamics, emphasizing interactions among different types
of agents, their operational constraints, and the impact of decentralized
versus centralized decision-making. The simulations enabled detailed
analysis of energy exchanges, resource management strategies, and
the efficacy of each architecture under consistent environmental and
operational conditions.

3.4. Privacy issues of the decentralized optimization used in the holonic
multi-agent

Decentralized optimization used in the holonic multi-Agent system
Model, involves multiple agents collaboratively solving optimization
problems while aiming to keep their individual data private (Huo and
Liu, 2021). Privacy preservation in such systems is challenging due to
the decentralized nature of the data and computation (Huo and Liu,
2021; Yue et al.,, 2025). Fig. 5 presents a flowchart illustrating the
overall process of decentralized optimization.

To demonstrate the privacy issues in decentralized market clearing
we use the example three generators (indexed by 1, 2, and 3), each
with its own decision variable P, and local cost function f;(-). They
must meet a total demand D, subject to individual constraints. Table 1
summarizes the setup.
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They collectively meet demand D, i.e.,
P + P+ Py=D.

Each generator’s local objective also includes a term penalizing de-
viation from the current estimate of the demand shortfall, e.g., for
generator 1:

f1(P) - AP, +o.1(D—Pl - PP - P3(f>)2,

where 1 is a Lagrange multiplier and Pz(f ),P;f ) are the most recent
values from the previous iteration. Similar expressions apply to gen-
erators 2 and 3.

We vary the demand D and run the iterative procedure until con-
vergence. Originally, the results for D = 35,55, 65, and 70 were shown
in four separate tables. Below, we show only the final iteration for each
demand in one combined table (Table 2).

From the results presented in Table 2, we observe that as D in-
creases from 35 to 55, both P, and P; increase their generation, while
P, remains unchanged. This suggests that P, is operating at its mini-
mum generation level, which is 10, and that the Lagrange multiplier
value of 10 corresponds to its marginal cost. Furthermore, when P,
begins to increase its generation, we can infer that it was previously
constrained at its lower limit. Additionally, from the observed changes
in power generation, we can deduce that the upper generation limits
for P, and P; are 20 and 30, respectively.

4. Existing privacy-preserving methods

We examine two primary methods: differential privacy and multi-
key homomorphic encryption.

4.1. Differential Privacy

Differential Privacy (DP) (Yang et al., 2024) involves adding noise
to the data or queries to mask the contribution of individuals. While
effective in preserving privacy, DP introduces a trade-off between
privacy and accuracy, potentially degrading the utility of the data (Kim
et al., 2021).

Differential privacy is mathematically defined by a privacy param-
eter ¢, which quantifies the privacy level. The function’s sensitivity,
which measures the maximum change in output by altering a single
individual’s data, guides the noise scale.

Sensitivity and noise addition. The sensitivity Af of a function f is

defined as:
47 = pax £ D) = 1D 35

where D; and D, are datasets differing by one element. Noise is
typically added from a Laplace distribution as:

x|
Lap(x|4) = ie‘? (36)
where A = %.
The differential privacy guarantee is expressed as:
Pr[f(D,) + noise € S] < e° Pr[f(D,) + noise € 5] (37)

for any output set S, ensuring indistinguishability between the datasets
D, and D,.
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Fig. 5. Decentralized optimization flowchart.

another well-known challenges of differential privacy is Cumulative
Noise Addition. When multiple queries are made on the same dataset,
noise accumulates, leading to further degradation of accuracy (Dwork
et al., 2010).

4.2. Multi-key Homomorphic Encryption

Multi-key Homomorphic Encryption (MKHE) (Chen et al., 2019)
allows computations on encrypted data from multiple users. Despite
its robust security, MKHE suffers from high computational overhead
and long execution times, making it impractical for real-time applica-
tions (Ma et al., 2022).

While there are several MK-FHE approaches, a general outline is:

4.2.1. Key generation
Each user i samples a secret key sk; and produces a corresponding
public key pk;:

(pk;, sk;) < KeyGen(params).

These keys are published or shared so that encryptors and evaluators
have the public keys, while each user holds their own private key.
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4.2.2. Encryption
To encrypt a message m (e.g., an integer or polynomial):

ct; < Enc(pk;, m),
which produces a ciphertext c#; under the ith user’s key. If multiple

users encrypt data for a joint computation, we get {ct,,cty, ..., ct,}.

4.2.3. Evaluation

In an MK-FHE scheme, there is typically a re-linearization or key-
switching procedure that transforms ciphertexts under multiple keys
into a form decryptable by a single “aggregated” or “combined” key.
Hence, an evaluation might look like:

ctou < Eval({pk;}, f.cty,cty, ... ct,).

The function f can be any polynomial-sized circuit. The output ct, is
a multi-key ciphertext associated with all {pk;}.

4.2.4. Partial decryption and combination
To decrypt cty, each user i may perform a partial decryption:

pd; < PartialDec(sk;, ctyy),
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Fig. 6. Visualization of randomized data transmission by three agents.

resulting in a partial decryption share pd;. A final Combine algorithm
aggregates these shares:

My, < Combine(pd|, pd,, ..., pd,).

This final step recovers the plaintext m,,, if all (or a threshold of) users
collaborate. No single user learns others’ private keys, yet correctness
is guaranteed.

5. Proposed RSMPC privacy scheme

Our method introduces a hybrid approach utilizing ring signatures
and data decomposition to preserve privacy while maintaining compu-
tational efficiency. This approach does not rely on the addition of noise
(as in DP) and is computationally less intensive than MKHE.

Our privacy model leverages a decentralized cryptographic proto-
col that allows each agent to participate in the computation without
revealing their individual data. The model ensures that only aggre-
gated, non-identifiable information is exposed during computations.
The method addresses privacy concerns in decentralized economic
dispatch by proposing a method that leverages ring signatures and data
decomposition. While each generator independently solves its local
subproblem, the overall method ensures that the central coordinator re-
ceives aggregate information without compromising individual agents’
private generation data or demand profiles. We illustrate how ring
signatures and data decomposition provide anonymity, protect sensi-
tive operational parameters, and allow iterative dispatch and market
clearing to converge accurately. We propose a privacy scheme that
employs ring signatures and data decomposition. The goal is to ensure
that, although each generator shares information needed for iterative
updates, their private generation data remain anonymous to the central
coordinator and between the agents.

The steps involved in the proposed method are:

» Decomposition: Each agent g decomposes data that need to be
sent to the central coordinator into parts. For example, the total
demand D, is split into parts DS), Df) such that D, = Dg) + Df).
Each part is transmitted separately.

Randomized Transmission: To conceal patterns, these parts
are sent in a random sequence and with random delays. Each
agent transmits three data packages using a randomized strategy.
As shown in Fig. 6, the reception sequence lacks recognizable
patterns. Each agent is simulated on a separate thread using a
multithreaded approach.

Ring Signatures: Each transmitted part is signed using a ring
signature to anonymize the sender. The signature proves that a
legitimate participant from the ring signed it without revealing
which one.
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- Iterative Process & Convergence: The coordinator updates the
Lagrange multiplier:

N
At — ) 4 <D _ zp(gv)> ,
g=1

and distributes it back. The process repeats until convergence:
N
Zg:l pg =D.

The cryptographic framework combines ring signatures for
anonymity with data decomposition techniques to minimize data ex-
posure. This combination ensures that individual contributions are
masked, yet allows for the computation of collective results with-
out reconstructing individual inputs. The method is illustrated in the
flowchart in Fig. 7.

We implemented a prototype of our proposed system and evaluated
its performance primarily in terms of computational overhead. Further-
more, we conducted a comparative performance analysis against the
Multi-Key Fully Homomorphic Encryption (MKFHE) schemes presented
by Xu et al. in Xu et al. (2023), specifically focusing on computational
overhead to highlight the efficiency improvements of our approach.

(38)

6. Results
6.1. Scalability analysis

To quantify scalability, we simulated both models with community
sizes ranging from 10 to 1,000. As shown in Fig. 10, centralized
systems experience a non-linear scalability curve. Initially, performance
improves with increasing participants, but eventually plateaus and
declines due to computational saturation at the coordinator. In contrast,
the distributed model (Fig. 11) scales more gracefully, with parallel
agent-based operations balancing the computational load. Despite a
slight drop in scalability growth rate at higher community counts, the
distributed system sustains better performance and latency metrics,
thanks to localized computation and reduced data centralization. The
optimal solutions obtained through the distributed method are consis-
tent with those produced by the centralized approach. Any observed
deviations between the two are negligible and arise solely due to the
convergence tolerance settings used in the distributed ADMM solver.
results have now been clearly illustrated in Figs. 8 and 9 respectively.

6.2. Privacy scheme performance and suitability

We also evaluated the performance of our proposed privacy-
preserving communication scheme compared to existing multi-key fully
homomorphic encryption (MKFHE) methods. In a simulated environ-
ment, we ran 10 agents on dedicated threads. Each agent split its
encrypted data into two independent packages. The average time for
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Table 3
Comparison of time overheads for proposed vs. MKFHE methods.

Method # Agents Time overhead (ms)
Proposed 3 1.8

Proposed 10 53

Proposed 16 87

MK-TFHE (Xu et al., 2023) 3 698

MK-TFHE (Kwak et al., 2024) 10 15170

MK-TFHE (Kwak et al., 2024) 16 24720

the central coordinator to receive and decrypt both packages was
measured and compared against MKFHE schemes in both 3, 10 and
16 agents setting (see Table 3).

These results demonstrate that our package-based privacy-
preserving scheme is well-suited for distributed optimization. Unlike
MKFHE methods designed for centralized or limited-party computa-
tion, our approach aligns with the distributed model’s architecture,
offering lightweight, scalable, and secure communication. Its efficiency
in execution time makes it more adaptable to real-time multi-agent
environments where responsiveness is critical.

This lighter footprint also makes trustless on-chain coordination
feasible, lower computational complexity reduces gas and fits within
block-gas limits, so a smart contract (Zarir et al., 2021) can act as the
autonomous coordinator while preserving transparency and privacy.

7. Conclusion

This paper introduced a novel privacy-preserving decentralized en-
ergy trading framework between energy communities, combining the
scalability of ADMM-based optimization with the anonymity and data
integrity of Ring Signature Multi-Party Computation (RSMPC). Our
architecture addresses key challenges in community energy exchanges,
including the need for distributed control, agent-level privacy, and
real-time responsiveness.
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Through comprehensive simulations, we demonstrated that decen-
tralized optimization via a holonic multi-agent system significantly im-
proves scalability over centralized models, particularly as the number
of participants grows. Furthermore, the proposed communication pro-
tocol outperforms conventional Multi-Key Fully Homomorphic Encryp-
tion (MKFHE) methods in terms of computational efficiency and execu-
tion time, making it suitable for real-time deployment. The randomness
in data packet reception further strengthens privacy by preventing
traffic analysis and inference attacks.

Our results validate that this integrated approach offers a robust,
secure, and scalable solution for energy trading between communities
in future smart grid infrastructures.
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